IoaroroBka creHaa Ver.006 16.07.2013

Jns m3ydeHus: Kypca TOTpeOyeTcs CTEHH, COCTOSIIUA M3 2-X, a B HEKOTOPBIX CIydasXx H3 3-X
KOMITBIOTEPOB, COCIMHEHHBIX CeThi0. NI MpOCTHIX MPUMEPOB TOMOWAYT nBEe pabodyuWe CTaHIHUU, C
yctanoBineHHOW OC Windows XP. JInsi coemMHEHUST KOMIBIOTEPOB B CETh MOTPEOyeTCS HEOOXOIUMOM IITUHBI
8-Mu xunbHBINA Kabenb BuTOU maphl (Twisted Pair) kareropun CATSe (momoca wacror 100 MI'w, ckopocTh
nepefayn ganueix g0 100 Mowut/c npu ucronas3oBanuu 2 map u g0 1000 MOuT/c pu UCONb30BaHuH 4 map) u
COOTBETCTBYHOIIIEE YnCIO 8-KOHTaKTHBIX KoHHeKTOpoB 8P8C(8Position8Contact), koTopbie 0OBIYHO HA3BIBAIOT
RJ-45 (x0oTst 3TO HECKOJBKO HeBepHO, RJ-45-310 poserka). CylnecTByeT aBE Pa3HOBUAHOCTH O0XMMKH BHUTOM
napel — 310 EIA/TIA-568A u EIA/TIA-568B. Bropas ucnonb3yercs vaie.

Hymepanusi KOHTaKTOB BeJeTcs cJIeBa HANPABO, IPH 3TOM KOHHEKTOP pacnoJjiaraercs 3alle/IKoil BBepx
(Ha pucyHKe 3alleJKa KOHHEKTOPa pAaCHo0JIO:KeHAa BHH3Y, a [J0JKHA ObITh HaBepXy MNpPU TaKOM
pPAacmnoJioKeHHH MPOBOAHUKOB Kades)!!!

568A 568B

Fin Position

JIyisl MOJKITIOYEeHHSI KOMIIBIOTEPOB K KOMMYHHKAIIMOHHOMY 000pyIOBaHHIO (KOMMYTaTop, Xad) HE0OX0auMO
M3rOTOBUTH MPsIMOi Kabeab (mardy-KopA(COeAMHUTENbHBIA HIHYp), patching cord,), amunoit He Gomee 100
MeTpoB. Ha o6oux konmax ooxumaem no EIA/TIA-568B (mist coenuuenus: o0opyaoBaHusi, pabOTalOMEro Ha
ckopoctu 10 100 Mout/c):

KopuuneBo-6enbiit (GRD)
Kopuunessiit (GRD)

KopuuneBo-6enbiit (GRD)
Kopuunessiit (GRD)

1. | OpamxeBo-0embrit (TX+) 1. | OpamxeBo-0embrit (TX+)
2. | Opamxkessiit (TX-) 2. | Opamxessiit (TX-)

3. | Beneno-6emnsbrii (RX+) * | 3. | Beneno-6emnmrii (RX+)

4. | Cunnii (GRD) 4. | Cunwmii (GRD)

5. | Cune-6emnsbiii (GRD) 5. | Cune-6ensiii (GRD)

6. | Bemensrii (RX-) * | 6. | 3enensrii (RX-)

7. 7.

8. 8.

s coenuHeHus 00OpyaOBaHMs, padoraromero Ha ckopoctd ao 100 MoOwuT/c 10OCTaTOYHO HMCHOIB30BATh
TOJIBKO JIBE Tapbl — OpaH)KeBask W 3ejieHas (KOHTakThl 1, 2, 3, 6), TO €CTh ¢ MOMOIIBIO OJHOTO KaOesss MOXKHO
noakmounTh nBa IIK, mpum »sTom, mims oGxkuma BTOporo paszbema, mecto OpaHKeBOW Tapbl 3aHUMAaET
Kopuunesas, a mecro 3eneHoit - Cunss. Ilpu 3TOM cxema NOAKIIOUEHUS K KOHTAaKTaM COXpAHSAETCS —
ucnosb3yrores 1, 2, 3 u 6 KoHTakThl. BHMMAaHMe: HA caMOM JI€Jie HE BaXKHO KaKOro I[BeTa MPOBOA YJIOKEHbBI B
KaHaJbl KOHHEKTOpA, IIIaBHOE YTOOBI Ha BTOPOM KOHIIE Kabems B Te K€ caMble KaHajbl KOHHEKTOPHI OBLIU
MTOMEILEHBI TPOBOJIa TOTO K€ [[BETA, UTO U B IEPBOM KOHHEKTODE.
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IIpumep pacummBKH npsaMoro kades aas noakiaroyeHus aByx IIK na onnom kaodedte:
1. | OpamxeBo-6embrit (TX+) * | 1. | OpamxeBo-0embrii (TX+)
2. | Opamxkessiit (TX-) * | 2. | Opamxessrii (TX-)
3. | Beneno-6emprii (RX+) * | 3. | Bemeno-6embrii (RX+)
4. 4.
5. 5.
6. | Senensiii (RX-) * | 6. | 3enensrii (RX-)
7. 7.
8. 8.
1. | KopuuneBo-6ebrit (TX+) * | 1. | KopuuneBo-6embrii (TX+)
2. | Kopuunessiii (TX-) * | 2. | Kopuunessrii (TX-)
3. | Cune-6emprii (RX+) * | 3. | Cune-6embrii (RX+)
4. 4.
5. 5.
6. | Cunmii (RX-) * | 6. | Cunwmit (RX-)
7. 7.
8. 8.

Jnst coenuHeHUsT 2-X KOMIIBIOTEPOB 0€3 MOCPETHMKOB (KOMMYTATOp, Xal) HEOOXOIUMO H3TOTOBHUTH
nepekpecTHblii kadeanb (Ethernet 100Base-T crossover cable) mnu kpoccoBblii kaGeab. B ormimuune ot
npsiMoro kabensi B MepeKpecTHOM Kalese BCer/a MCIOJNb3YIOTCS Bee 8 KUl DTUM ke KabeaeM COeqUHSIOTCS
nBa xaba (0e3 ucrosb30BaHus ceTeBoro mopra - Uplink-mmopr). BoJBLIIMHCTBO ceTeBBIX YCTPOHCTB CIOCOOHO
aBTOMATHYECKH ONPeIeJTUTh METO] 00:KMMa Kadesisi U moAcTpouThesi moa Hero (Auto MDI/MDI-X), To
ecTb 2 IIK M0OKHO IONBITATHCSA COCANHUTH NPAMBIM KadeseMm.

Jost ckopoctr 100 MOuT/Cc mepekpecTHBIN Kabesb ¢ 0aHOU cTopoHbl oOxumaetcs mo EIA/TIA-568B, a
¢ apyroii croponsl kak EIA/TIA-568A:

EIA/TIA-568B EIA/TIA-568A
1. | OpamxeBo-0Oenbiii (TX+) | 1. 3eneno-0enbrit (RX+)
2. | Opamxkessiit (TX-) 2. 3enensbiit (RX-)
3. | Beneno-6emprii (RX+) 3. OpamxeBo-6enbrit (TX+)
4. | Cunuii (GRD) 4, Cunuii (GRD)
5. | Cune-6emsiii (GRD) 5. Cune-6ensriit (GRD)
6. | Senensiii (RX-) 6. Opamxesbriit (TX-)
7. | Kopuuneso-6emnsiii (GRD) | 7. KopuuneBo-6ensiit (GRD)
8. | Kopuunessriit (GRD) 8. Kopuunessiii (GRD)

Jns coenuHenuit Ha ckopocTsx A0 1000MOuT/C mpu HM3rOTOBICHHMM NEPEKPECTHOrO Kalens OIHY
CTOpOHY HaJ10 00kath 1o crangapty EIA/TIA-568B, a BTopyio Tak:

EIA/TIA-568B

OpamxeBo-6enbrit (TX+)

3eneHo-6enbrit (RX+)

Opanxesbrit (TX-)

3enensiii (RX-)

3eneno-6enprii (RX+)

OpamxeBo-6enbrit (TX+)

Cunnii (GRD)

KopuuneBo-6enbiit (GRD)

Cune-6ensiii (GRD)

Kopuunessiii (GRD)

3enensnit (RX-)

Opamkesbrit (TX-)

KopuuneBo-6enbiit (GRD)

Cunnii (GRD)

X N0~ WM

Kopuunessiit (GRD)

@O N O~ W

Cune-6ensriii (GRD)
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OOxumka Kkabenss TPOM3BOIUTCS C HCIOJIB30BAHUEM  CIICIIUATLHOTO
uHCTpyMeHTa — Kpummepa (aHri. crimp - 0O0XUM, OIPECCOBKA, B
POCTOHAPOIUH «O0KUMKAY).

Hactpoiika cetu B OC Windows XP:

1. CoenuHUTH NEPEKPECTHHIM (MOXKHO MONBITAThCA U MpsAMbIM) kabenem 2 T1K.

2. Yo0emuthcs B TOAKIIOYEHHH ceTeBbIX uHTepdeiicoB: Ilyck — Ilamens ympasneHuss - CeTeBble
noakoueHus — [lonkmouenue no pokanbHoM cetu — [IKM — BrirounTs.

3. Hacrpouts mapametpsr nporokona TCP/IP: ITyck — ITanens ympasienus - CeTeBble MOAKITIOUCHHS —
[Monxmouenue mo sokansHOM cetn — [IKM — CoiicTBa — Bkianka «O0mue» - Ilporokon MutepHera
(TCP/IP) — CgoiictBa — O6mmme — Hcnons3oBars cienyromuii IP-aapec - IP-agpec: 192.168.0.1 (mis
nepsoro I1K, 192.168.0.2 nns Broporo I1K) — Macka noaceru: 255.255.255.0 — OK.

4. Y1ocTOBEpUTHCS B TOM, YTO 00a KOMITbIOTEpA HAXOIATCA B ofgHOM paboueit rpymnme: Ilyck — [lanens
ynpasneHus — Cucrema — Bkinajka «Mms komnbrotepa» - I3MEHUTS.

5. Orkmrouaem antuBupycsl (KAV) u daiipson (mocie yCremHoro COeInHEHUS MOKHO IMEPEBECTH MX B
mTaTHeIA pexxuM padothl): [lyck — Ilanens ynpaenenust — bpanamaysp Windows — Beikimounts (He
pexkomenayercs) — OK.

6. Bxumounts nonszoBatens «I'octb»: ITyck — [lanens yrnpaBieHust — AIMUHUCTPUPOBAHUE — Y IPaBJICHUE
KoMmnbioTepoM — JIokanbHbIe MOJIb30BaTesu U rpyibl — [Tone3oBarenu — [IKM Ha «I'ocTh» - CBOMCTBA
— BKJIagKa «O01me» - CHATh OTMETKY ¢ «OTKIIIOYHUTD YYETHYIO 3aITHChY.

7. B J0oKanbHOW MOJUTHUKE OE30MAaCHOCTH yCTaHABIIMBacM Ha3zHaueHUs mpaB goctyna: Ilyck — Ilanens
ynpasieHusi — AIMUHUCTpUpoBaHue — JIokanbHas nmonuTuka 0e3omacHocTy — JIoKabHbIe TIOJIUTUKH -
Haznauenue npaB nosp30BaTes:

e JlocTym kK KoMIbIOTEepY U3 cetu: Heobxomumo 100aBUTh mosib3oBarens «I'ocTh» winn «Beey.
e Ortka3 B 1oCcTyIe K KOMIIBIOTEPY U3 CETU: HEOOXOIUMO YIaUTh M0JIb30BaTeNs «I 0CThY.

8. B nokanpHOM monuTHKe 0€30MaCHOCTH yCTaHABJIMBAaEM HapameTpsl ceteBoro fgoctymna: Ilyck — [Tanens
yrnpapieHus: — AaMuUHUCTpUpoBanue — JlokanbHas noiauTHka O0e3onacHocTy — JIoKanbHbIE MOJUTUKU -
[TapameTpsl 6€30MIaCHOCTH:

e CereBoll 1OCTYN: MO/IETIb COBMECTHOTO JOCTYyINAa U 0€30MacHOCTH ISl JIOKAJBbHBIX YYETHBIX 3aruceit
- 'ocreBast.

e CereBoil IOCTYII: pa3peliaTh aHOHUMHBIIH J0cTyIl K o0uuM pecypcam — COMCFG, DFSS$.

e CereBoll foCTyn: pa3pellaTh NPUMEHEHHE pa3pelieHuil uisi BceX K aHOHUMHBIM IOJIb30BaTENsIM -
BxatounTs.

JInsi KOHTpOJS HaNW4Ms COCAMHEHHS Ha KAHAJIBHOM YpPOBHE MOXKHO HCIOJB30BaTh KOMaHAy «Ping
192.168.0.x -t», yka3aB B kauecTBe aprymenTa IP-agpec Broporo IIK. Hanuume oTBera roBOpUT 0 HalIMuuu
coegunenus. [Iposectu nposepky poctynHocty BToporo 1K yepe3 «CeteBoe okpyKeHHEN.
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Hacrpoiika ceteBoro anaiausaropa nakeroB CommView:

1. Bamyck npunoxenus: [Tyck-Bce nmporpammbe-CommView-CommView.
2. Hacrpoiika-YcranoBku. ..(Ctrl+O)-srinagka «OcHOBHBIE»- KHOIKA «OK»:

YcTaHoRM |
PazHog TnarkHe!
OCHOBHEIE | MCnone30BaHHE NaMATH Tekywre IP-coeAnHeEHHa Ugeta | Jekoaep eonokauma

[ AeTezanycr saxeata

AaanTep:

|:| OTKNKUHTE PacnosHaEaHHe DS

Mpe0oipas0EeEaTE HOMEPE NOPTOE B HMEHa CRywE
MNpeofipazoeeiEaTe MAC-34peca B NCEEAOHHME!

MNpeofpasoeeEaTh IP-3AP8Ca B NCEEAOHHME!

MpeobtpasoesieaTe IP-a4peca B HMEHS XOCTOE B 3aknaare TakeTob!"
|:| MoKa3EIEATE HAZEAHMA MPOMEEDAMTENEA B MAC-apecax
[IMenonszosats non-promiscuous pesin

MzEeilaTe 0f MSHEHEHMM CMHCKE SAAMNTEP0E

MOKE3EIEATE NONHEIA My Th NPOLECCOE

MoKasEIEaTE YNPOWLEHHEIE HMEHS 34aNTEp0E

[CInokaseiats ceTey

o ] [ omwe ] [cwee |

3. Hacrpoiika-MAC-nceBnonumsl. .. (Ctrl+M)-kHomnka «Jlo0aBuTh»-KkHOMKa «OK»:

MAC-nce BA0HHMBI [‘5_<|
MAC-aapec < TceBa0oHHM

00:24:25:0C:5E: 4B MokeBook_00-24-25-0C-5E-AB

00:10:92:65:52: 45 Met_Book_00-10-92-65-52-A8

MAC-aapec:

|o0:1D:92:65:52: 4 |

MceE A0HkM: PeaakTHROBATE
|iet_Back_n0-10-92-65-52-45 |

o ] [ omew |

4. Hactpoiika-1P-nicesnonumsi. .. (Ctrl+B)-kHonka «/lo6aButb»-kHoMKa «OK»:

IP-nce BaoHHMbI

IP-aapec # | TceganHHM

19z,168.0.2 Met_Bocok_192,168.0.2
192.168.0.1 MoteBook_192,168.0,1

IP-agpec:

AobaenTe

|192.168.0.2 |

MCeBA0HHM:

|Net_Book_192. 168.0.2 |

(o ] [ omen ]

5. Hauath 3axBaT nakeroB: Paiin-Havars 3axpar(Ctrl+S):

. CommView - OueHouHaRA Be pCHA

®afin Monck Bia MHCTPYMeTsl HacTpofka Mpasuna Cripaska

H M ‘ MoaKnROYEHHE N0 NOKANEHDA CeTH v
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10.

Hacrpoiika cereBoro anajauszaropa makeros Microsoft Network Monitor:

3amyck npunosxkenusi: [Tyck-Bee mporpammer-Microsoft Network Monitor 3.4-Microsoft Network Monitor
3.4.
File-New-Capture(Ctrl+N).
YcTaHOBKA YI00HOT0 pacmoJiosKeHus1 OKOH: KHomka «Layout» (opopmienue) Ha nanenu-Developer.
Hacrpoiika 3axBara: kHonka «Capture Setting» na nanenu:

Capture Settings: Capture1 g|

Current capture Filter:

¥_ppply  Remave | & History ~ 7, Load Filker + “\g Save Fiker 2 Clear Text

Select network adapters to capture:
S Properties | 5 P-Made
Friendly Mame Description

D WAN Miniport Dialup Connection
MoAKAYEHKE MO NOKaNsHoA ceTH  Realtek RTLEL0LE Family PCI-E FE MIC - MHHHNOPT NNSHHPOBLUHKS NaKeTos

< »
Global Options. ..

JInst mpooybKeHusT HacTpoek Haxath kHomky «Global Options...». Jloctyn k rio0aibHBIM OMIHSIM MOYKHO
noJTy4uTh HaxkaB B MeHio Tools-Options...
Hacrpoiika IP-nceBronnmoB-okHo «Frame Summary»-kuomnka «Aliases»-Manage Aliases-New-Save:

Manage aliases:
mew [E]Edt 3 Delete | |[¥ apply ¥ open | save [ Set As Default

Address
192.169.0.1
192,1658.0.2

Comment

nkz

Close

[IceBmOHMMBI MOYKHO Ha3HAYaTh B PEKMME aHAJIM3a ITAKETOB CIeAyIonmii oopasoM: B okHe «Frame Summary»
BbIOpaTh Ha Hy)XHOU cTpoke IP-aapec wictounuka (Source) wiu Ha3Hauenus (Destination), naxats [IKM u B
MeHio BeiOpaTh «Create Alias for ”xxxx” Address».

YcTraHoBKa TeKyllero mpeacraBjienus: B okne «Frame Summary» naxaB kHomky «Columns» MoxHO
BBIOpaTh OJWH M3 HECKOJBbKHX CIIOCOOOB MpeicTaBieHHs HHpopMaruu. s TOHKOW NOBOIKH MOXHO C
MOMOIIBI0 MBIIIH MepeHOoCUuTh cTonoubl wik [IKM yaanate ux BoobGiie (Remove Column «XXXXXXXXXX»).
Kpowme storo, B okne «Frame Summary», nasxxas IIKM Ha cTpoke 3arojioBKOB U BHIOpaB B KOHTEKCTHOM MEHIO
nyHkT «Choose Columns...» MOKHO HACTPOUTH TEKYIIEE MPEICTaBICHHE.

YrpagJjieHue aBTONPOKPYTKOii: B okne «Frame Summary» naxatb KHOIIKY «Autoscroll».

YupasiieHue oroopaxennem wuHpopmamuu: Tools-Options...-sxmaaka «Parser Profiles»: BwiOpath
«Default»-kuomka «Set As Active»-kuomka «OK».

Hauarp 3axBaT nakeron: Capture-Start(F5).

YnpasJiienue uBeToM (oueHs yao0Ho!): B okHe «Frame Summary» Ha BeiOpaHHOH cTpoke HaxkumaeM [TKM Ha
HHTEpecyloleM Hac moJje, Hanpumep, «ARP» B cronbie «Protocol Name». B KOHTEKCTHOM MEHIO BBIOpaTh
«Add "Protocol Name™ as Color Rule». B oxne «Add New Color Rule» aBromatmuecku OyaeT pa3MerieHo
perynsipaoe Beipaxkenue «ProtocolName =="ARP"». B cekiuu «Colory Beioupaem nBet u Haxkumaem «OK». B
pe3yibTare Bce CTPOKM B OkHe «Frame Summary» oTHocsmuecst k npotokony ARP Oyayr mopacBedeHsl
BBIOpaHHBIM 1IBETOM. J[7151 OBICTPON OTMEHBI I[BETOBOTO IMpaBmiia HE0OXoauMo B okHe «Frame Summary» Ha
nojicBeYeHHo# cTpoke Haxath [IKM u BeiOpats «Disable This Color Rulex.
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11.

12.

13.

IMouck undopmamuu B okHe «Frame Summary»: B okue «Frame Summary» naxats kHonky «Find», B oxHe

«Find Frame» 3amaem BbIpakeHHe Ui moucka, Hanpumep, «IPv4.Address == 10.123.199.9». Ctpoka MoxeT

uMeTh W cremyronmii Bua:  «ipv4.Address==10.123.199.9». Bo Bpems HaboOpa KOMaHIbI BO3HHUKAIOT

BCIIOMOTaTeNIbHbIE MEHI0, oOeryaromuii BBoA. Haxkath kHomky «Find». Kypcop B okHe «Frame Summary»

MEePEMECTHTCS Ha HEOOXOAUMYFO MO3HUIIUIO.

JIisi  BHICOKOTIPOM3BOAMUTENBHOTO 3axBaTa TpaduKa MOKHO MPUMEHHTh YTHIMTY KOMAHIHON CTPOKH:

«C:\Program Files\Microsoft Network Monitor 3\nmcap.exe». [l7st BeiBoza Kitroueii: «nmcap /Usage».

duabTpamus Tpadpuka. View-Network Conversations(cereBoe o6mienue). [ToSBUTCS OKHO ¢ TPYIITUPOBKON

KaJIpOB MO TMPOIECCAM WM TPHIOKCHUSM. MOIIHBIM HHCTPYMEHTOM SIBJIsIeTCsl 3KpanHblii Guistp (Display

Filter): View-Display Filter-Perynsproe Beipaxxenue. Hanpumep, st orobpaxenus B okHe «Frame Summary»

TONBKO KaapoB ¢ IP-agpecom wuctounuka paBubiM 10.123.199.9 mamo B oxue «Display Filtery 3ammcats

creaytomiee BoipakeHue «lPv4.SourceAddress == 10.123.199.9» u Haxath kHOMKY «Apply». Heckonbko

NPUMEPOB PETYISAPHBIX BhIpaKECHUH (CM. BCcTpoeHHy crpaBky - F1: MNM-Using Network Monitor-Using

Filters-Examples Filters):

e [Pv4.Address == 192.168.0.1 — oroOpakeHHe KaJpOB C YyKa3aHHBIM aJPECOM BO BXOJIAIIUX M
ucxonamux IP-anpecos.

e |Pv4.Address==10.0.0.1 and IPv4.Address==10.0.0.222 — mpocMoTp TpaduKa MEK Iy ABYMs XOCTaMH.

e Ethernet.DestinationAddress!= BROADCAST - 3amper otobOpakeHus: 6pomkactoB. To e camoe:
Ethernet.DestinationAddress != OxFFFFFFFFFFFF wau Ethernet.DestinationAddress!=FF-FF-FF-FF-
FF-FF.

e Ethernet.Address == 01-02-03-04-05-06 — kaapbl ¢ yKa3aHHBIM BXOJAIIMM HJIH Ucxomsiumm MAC-
a/IpecoM.

e ProtocolName == "ARP" - oro0pakeHr€e KaapoB ¢ mpoTokojgoM ARP.

e [Pv4.SourceAddress == 10.123.199.9 and ProtocolName == "TCP" - kaapsI ¢ yKa3aHHBIM HCXOISAIIAM
IP-anpecom u mporokosiom TCP.

e ARP.Senderslp4Address == 10.123.199.9 - xaapsl ¢ ykazaHHBIM Hcxo[sumM IP-agpecom wu
npotokoiom ARP.
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